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OpenSSL Vulnerabilities 

ISSUE 
Several vulnerabilities exist in OpenSSL, which can potentially lead to a DoS attack on a               
server. 

SUMMARY 
The following vulnerabilities have been identified in OpenSSL: 

CVE-2015-0291, CVE-2015-0204, CVE-2015-0290, CVE-2015-0207, CVE-2015-0286, 
CVE-2015-0208, CVE-2015-0287, CVE-2015-0289, CVE-2015-0292, CVE-2015-0293, 
CVE-2015-1787, CVE-2015-0285, CVE-2015-0209, CVE-2015-0288.  

The list of CVEs assigned is significant, however, we would like to highlight two issues: 

CVE-2015-0291 - The sigalgs implementation in t1_lib.c in OpenSSL 1.0.2 before 1.0.2a            
allows a remote attacker to cause a denial of service (NULL pointer dereference and              
daemon crash) by using an invalid signature_algorithms extension in the ClientHello           
message during a renegotiation. It is still being analyzed, but could potentially lead to a               
DoS attack on a server.  

CVE-2015-0204 - The ssl3_get_key_exchange function in s3_clnt.c in OpenSSL before          
0.9.8zd, 1.0.0 before 1.0.0p, and 1.0.1 before 1.0.1k allows remote SSL servers to conduct              
RSA-to-EXPORT_RSA downgrade attacks and facilitate brute-force decryption by offering         
a weak ephemeral RSA key in a noncompliant role related to the "FREAK" issue. This               
security issue was previously announced by the OpenSSL project and classified as "low"             
severity. This severity rating has been changed to "high" now.  

Mirantis OpenStack 6.1 and newer versions are not affected. Other vulnerabilities were            
classified as "moderate", so the entire update is optional. 

AFFECTS 
Affected versions: Mirantis OpenStack 4.0, 4.1, 4.1.1, 5.0, 5.0.1, 5.1, 5.1.1, 6.0 

 

© 2005–2015 All Rights Reserved www.mirantis.com Page 1 

 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0291
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2015-0204


 

FIX AVAILABLE FOR 
A fix is available for the following versions: Mirantis OpenStack 4.0, 4.1, 4.1.1, 5.0, 5.0.1,               
5.1, 5.1.1, 6.0 

HOW TO DETERMINE IF YOU ARE AFFECTED 
Mirantis OpenStack versions 4.0, 4.1, 4.1.1, 5.0, 5.0.1, 5.1, 5.1.1, 6.0 are affected. To              
determine if specific system is affected, use the following command: 

# openssl version -b 

If the date is older than “Thu Mar 19 2015", then OpenSSL is vulnerable. 

STEPS TO CORRECT 

Ubuntu 12.04 
1. Get the current versions of openssl packages by using the following instructions.             
Remember these versions numbers. They can be used later to revert the patch. 

# dpkg -l 'openssl' 'libssl*' 

2. Download updated openssl packages: 

# wget 

http://security.ubuntu.com/ubuntu/pool/main/o/openssl/openssl_1.0.1-4

ubuntu5.25_amd64.deb 

# wget 

http://security.ubuntu.com/ubuntu/pool/main/o/openssl/libssl1.0.0_1.0

.1-4ubuntu5.25_amd64.deb 

# wget 

http://security.ubuntu.com/ubuntu/pool/main/o/openssl/libssl-dev_1.0.

1-4ubuntu5.25_amd64.deb 

3. Install updated openssl packages: 

# dpkg -i openssl_1.0.1-4ubuntu5.25_amd64.deb 

libssl1.0.0_1.0.1-4ubuntu5.25_amd64.deb 

libssl-dev_1.0.1-4ubuntu5.25_amd64.deb 

 
4. Reboot the server or manually restart all the applications that depend on openssl. To               
list applications, which use vulnerable openssl, use the following command: 
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# lsof -n 2>/dev/null | grep -iE 'del.*(libssl\.so|libcrypto\.so)' 

CentOS 6.5 
1. Download updated openssl package: 

# wget 

http://mirror.centos.org/centos/6/os/x86_64/Packages/openssl-1.0.1e-3

0.el6.x86_64.rpm 

2. Install updated openssl package: 

# rpm -Uvh openssl-1.0.1e-30.el6.x86_64.rpm 

3. Reboot the server or manually restart all the applications which depend on openssl. To               
list applications, which use vulnerable openssl, use the following command: 

# lsof -n 2>/dev/null | grep -iE 'del.*(libssl\.so|libcrypto\.so)' 

HOW TO CHECK IF THE PATCH WAS APPLIED        
SUCCESSFULLY 
Use instructions from section HOW TO DETERMINE IF YOU ARE AFFECTED to check if              
patch was applied successfully. 

STEPS TO REVERT THE PATCH 

Ubuntu 12.04 
You may need to replace 1.0.1-4ubuntu5.20 version number below by number you            
remembered on step 1 in STEPS TO CORRECT section. 

# apt-get install openssl_1.0.1-4ubuntu5.20 

libssl1.0.0_1.0.1-4ubuntu5.20 libssl-dev_1.0.1-4ubuntu5.20 

CentOS 6.5 
# yum downgrade openssl 

REFERENCES 
1. https://openssl.org/news/secadv_20150319.txt 
2. http://www.ubuntu.com/usn/usn-2537-1/ 
3. http://lists.centos.org/pipermail/centos-announce/2015-March/020988.html 
4. http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=openssl 
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