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Linux Kernel Security Vulnerabilities 

ISSUE 
Several vulnerabilities were recently discovered in the upstream Linux kernel. 

SUMMARY 
The following vulnerabilities were recently discovered:  

CVE-2014-8159, CVE-2015-0274, CVE-2015-1421, CVE-2015-1465. 

AFFECTS 
Affected versions: Mirantis OpenStack 4.0, 4.1, 4.1.1, 5.0, 5.0.1, 5.1, 5.1.1, 6.0 

FIX AVAILABLE FOR 
Fix is available for the following versions: Mirantis OpenStack 4.0, 4.1, 4.1.1, 5.0, 5.0.1,              
5.1, 5.1.1, 6.0 

HOW TO DETERMINE IF YOU ARE AFFECTED 
Use the following instructions to get your Linux kernel version: 

# uname -a 

Sample output for Ubuntu: 

3.13.0-40-generic #69~precise1-Ubuntu Fri Nov 14 10:29:31 UTC 2014 

Sample output for CentOS: 

2.6.32-504.1.3.el6.x86_64 #1 SMP Tue Dec 2 19:35:10 UTC 2014 

If the version is older than 3.13.0-48.80~precise1 (Ubuntu) or 2.6.32-504.12.2 (CentOS),           
then the kernel is vulnerable. 
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DETAILS 
CVE-2014-8159 - It was found that the Linux kernel's Infiniband subsystem did not             
properly sanitize input parameters while registering memory regions from user space via            
the (u)verbs API. A local user with access to a /dev/infiniband/uverbsX device could use              
this flaw to crash the system or, potentially, escalate their privileges on the system. 

Ubuntu kernel with the fix included: 3.13.0-46.79~precise1 
CentOS kernel with the fix included: kernel-2.6.32-504.12.2.el6.x86_64 

CVE-2015-0274 - The XFS implementation in the Linux kernel before 3.15 improperly            
uses an old size value during remote attribute replacement, which allows local users to              
cause a denial of service (transaction overrun and data corruption) or possibly gain             
privileges by leveraging XFS filesystem access. 

Ubuntu kernel with the fix included: 3.13.0-48.80~precise1. 
CentOS kernels as shipped with Mirantis OpenStack 6.1 and earlier are not affected. 

CVE-2015-1421 - Use-after-free vulnerability in the sctp_assoc_update function in         
net/sctp/associola.c in the Linux kernel before 3.18.8 allows remote attackers to cause a             
denial of service (slab corruption and panic) or possibly have another unspecified impact             
by triggering an INIT collision that leads to improper handling of shared-key data. 

Affects both Ubuntu and CentOS kernels as shipped with Mirantis OpenStack 6.1, no             
updates yet. 

CVE-2015-1465 - It was found that routing packets to too many different dsts/too fast              
can lead to an excessive resource consumption. A remote attacker can use this flaw to               
crash the system. 

Ubuntu kernel with the fix included: 3.13.0-48.80~precise1. 
CentOS kernels as shipped with Mirantis OpenStack 6.1 and earlier are not affected. 

IMPORTANT 
We highly recommend that you use staging environment to try the patch before applying              
it to the production environment. If you have a valid subscription for Mirantis OpenStack,              
and require assistance please contact Mirantis Support for help with the patch. 

STEPS TO CORRECT 

Ubuntu 
1. Download the updated package: 
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https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2014-8159
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-0274
http://seclists.org/oss-sec/2015/q1/334
http://seclists.org/oss-sec/2015/q1/400


 

# wget 

http://security.ubuntu.com/ubuntu/pool/main/l/linux-lts-trusty/linux-

image-3.13.0-48-generic_3.13.0-48.80~precise1_amd64.deb 

2. Install new package: 

# dpkg -i 

linux-image-3.13.0-48-generic_3.13.0-48.80~precise1_amd64.deb 

3. Reboot the system. 

CentOS 
1. Download the updated package: 

# wget 

http://mirror.centos.org/centos/6/updates/x86_64/Packages/kernel-2.6.

32-504.12.2.el6.x86_64.rpm 

2. Install a new package: 

# rpm -Uvh kernel-2.6.32-504.12.2.el6.x86_64.rpm 

3. Reboot the system. 

HOW TO CHECK IF THE PATCH WAS APPLIED        
SUCCESSFULLY 
Use instructions from the HOW TO DETERMINE IF YOU ARE AFFECTED section to check if               
the patch was applied successfully. 

STEPS TO REVERT THE PATCH 

Ubuntu 
# dpkg -r linux-image-3.13.0-46-generic 

CentOS 
# rpm -e kernel-2.6.32-504.12.2.el6.x86_64 
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