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DROWN: Crossprotocol attack on TLS 
using SSLv2  CVE20160800 

ISSUE 
Several vulnerabilities exist in OpenSSL, which can potentially lead to decryption of TLS             
sessions by using a server supporting SSLv2 and EXPORT cipher suites as a             
Bleichenbacher RSA padding oracle. Note that traffic between clients and 
non-vulnerable servers can be decrypted provided another server supporting 
SSLv2 and EXPORT ciphers (even with a different protocol such as SMTP, IMAP or 
POP) shares the RSA keys of the non-vulnerable server. 

SUMMARY 
A group of security researchers discovered that SSLv2 (Secure Sockets Layer protocol            
version 2.0) is vulnerable to the Bleichenbacher RSA padding oracle attack, which can be              
used to decrypt RSA cipher text without the knowledge of the matching private RSA key.               
This can be done by observing responses from a server that has the private key and                
performs the decryption of attacker-provided cipher texts using that key. The researchers            
also demonstrated a new cross-protocol attack which allows decryption of SSL/TLS           
sessions using newer protocol versions - SSLv3 or any current TLS (Transport Layer             
Security) version (1.0 - 1.2) - using this SSLv2 weakness. This flaw is a SSLv2 protocol                
issue and affects all implementations of the protocol. Researchers refer to this attack as              
the  “DROWN attack”. 

Additionally, flaws were found in the SSLv2 protocol implementation in the OpenSSL            
cryptography and SSL/TLS library, which make it possible to perform a more efficient             
variant of the DROWN attack, referred to as “special DROWN”. These issues were assigned              
CVE-2016-0703 and CVE-2016-0704 , and were already corrected as part of the fix for              
CVE-2015-0293 . 
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0703
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0704
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0293


 

AFFECTS 
Mirantis OpenStack 5.1.1, 6.0, 6.1, 7.0, 8.0 

FIX AVAILABLE FOR 
Mirantis OpenStack 5.1.1, 6.0, 6.1, 7.0, 8.0 

HOW TO DETERMINE IF YOU ARE AFFECTED 
All versions of Mirantis OpenStack prior to 9.0 are affected by the issue. 

Only Fuel Slave nodes (using Ubuntu 14.04 as host os) that were deployed after the 4                
March are not affected. 

STEPS TO CORRECT 
Warning: As OpenSSL is an essential part of any software distribution, after the update              
of openssl you must reboot every node in an environment or manually restart all the               
applications that depend on openssl. 

 

Mirantis OpenStack versions prior to 6.1 Ubuntu       
12.04-based OpenStack nodes 

Download a Ubuntu packages archive to the Fuel Master node: 

wget http://pkg-updates.fuel-infra.org/cve-2016-0800-repo-u1204.tar.gz 

 
Run the following commands on the Fuel Master node: 

mkdir /var/www/nailgun/cve_2016-0800_u1204/ 
tar -xvf cve-2016-0800-repo-u1204.tar.gz \ 
-C /var/www/nailgun/cve_2016-0800_u1204/ 

 
Run the following commands on Fuel Slave nodes: 

cat << EOF > /root/cve_2016-0800.list 
deb http://fuel-master-ip:8080/cve_2016-0800_u1204/ / 
EOF 
apt-get -o Dir::Etc::sourcelist="/root/cve_2016-0800.list" \ 
-o Dir::Etc::sourceparts="-" update 
apt-get -o Dir::Etc::sourcelist="/root/cve_2016-0800.list" \ 
-o Dir::Etc::sourceparts="-" install --only-upgrade libssl1.0.0 openssl 
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http://pkg-updates.fuel-infra.org/cve-2016-0800-repo-u1204.tar.gz


 

fuel-master-ip should be substituted with the IP-address of the Fuel Master node 

 

Mirantis OpenStack 6.1, 7.0 and 8.0 Ubuntu-based       
OpenStack nodes 

These nodes are based on Ubuntu 14.04 LTS and installed using native Ubuntu             
repositories. To make an upgrade run the following commands on OpenStack nodes: 

apt-get update 
apt-get install --only-upgrade libssl1.0.0 openssl 

If your OpenStack cluster has no Internet access you should update a local mirror on the                
Fuel Master node. Please refer to the Mirantis OpenStack Operations Guide[4][5][6] for            
instructions on how to obtain a recent copy of the Ubuntu packages mirror. 
 

CentOS-based OpenStack nodes and the Fuel Master       
node prior to 8.0 

Download a CentOS packages archive to the Fuel Master node: 

wget http://pkg-updates.fuel-infra.org/cve-2016-0800-repo-centos.tar.gz 

 
Run the following commands on the Fuel Master node only: 

mkdir /var/www/nailgun/cve_2016-0800_centos/ 
tar -xvf cve-2016-0800-repo-centos.tar.gz \ 
-C /var/www/nailgun/cve_2016-0800_centos/ 

Run the following commands on Fuel Master node and Fuel Slave nodes: 

cat << EOF > /etc/yum.repos.d/cve_2016-0800.repo 
[cve_2016-0800] 
name=cve_2016-0800 
baseurl=http://fuel-master-ip:8080/cve_2016-0800_centos/ 
gpgcheck=0 
skip_if_unavailable=1 
EOF 
 
yum --disablerepo=* --enablerepo=cve_2016-0800 --assumeyes update openssl 

fuel-master-ip should be substituted with the IP-address of the Fuel Master node 
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https://docs.mirantis.com/openstack/fuel/fuel-6.1/operations.html#setting-up-local-mirrors
https://docs.mirantis.com/openstack/fuel/fuel-7.0/operations.html#setting-up-local-mirrors
https://docs.mirantis.com/openstack/fuel/fuel-8.0/operations.html#setting-up-local-mirrors
http://pkg-updates.fuel-infra.org/cve-2016-0800-repo-centos.tar.gz


 

Fuel Master node version 8.0 

Download a CentOS packages archive to the Fuel Master node: 

wget http://pkg-updates.fuel-infra.org/cve-2016-0800-repo-centos7.tar.gz 

 
Run the following commands on the Fuel Master node: 

mkdir /var/www/nailgun/cve_2016-0800_centos7/ 
tar -xvf cve-2016-0800-repo-centos7.tar.gz \ 
-C /var/www/nailgun/cve_2016-0800_centos7/ 
 
cat << EOF > /etc/yum.repos.d/cve_2016-0800.repo 
[cve_2016-0800] 
name=cve_2016-0800 
baseurl=http://fuel-master-ip:8080/cve_2016-0800_centos7/ 
gpgcheck=0 
skip_if_unavailable=1 
EOF 
 
yum --disablerepo=* --enablerepo=cve_2016-0800 --assumeyes update openssl 

 
fuel-master-ip should be substituted with the IP-address of the Fuel Master node 

 

HOW TO CHECK IF THE PATCH WAS APPLIED        
SUCCESSFULLY 
 

Fixed packages CentOS 6 
 

Package name Version 

openssl 1.0.1e-42.el6_7.4 

openssl-devel 1.0.1e-42.el6_7.4 

openssl-perl 1.0.1e-42.el6_7.4 
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http://pkg-updates.fuel-infra.org/cve-2016-0800-repo-centos.tar.gz


 

Fixed packages CentOS 7 
 

Package name Version 

openssl 1.0.1e-51.el7_2.4 

openssl-devel 1.0.1e-51.el7_2.4 

 

Fixed packages Ubuntu 14.04 
 

Package name Version 

libssl1.0.0 1.0.1f-1ubuntu2.18 

 

Fixed packages Ubuntu 12.04 
 

Package name Version 

libssl1.0.0 1.0.1-4ubuntu5.35 

 

To verify whether the fix has been applied, check the version of the installed openssl               
packages and compare it with the table above. If the versions are equal, the fix has been                 
applied. Use the following command to obtain currently installed version of the openssl             
package: 

CentOS: 

yum list installed openssl* 

 

Ubuntu: 

dpkg -l libssl1.0.0 
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STEPS TO REVERT THE PATCH 

Ubuntu-based nodes 
Packages may be downgraded using the aptitude tool. Please refer to the aptitude             
manual page in order to perform a correct downgrade operation. 

CentOS-based nodes 

You may downgrade installed packages by running the following command: 

yum downgrade openssl 

 

 

REFERENCES 
[1]: https://www.openssl.org/news/secadv/20160301.txt 
[2]: https://access.redhat.com/security/vulnerabilities/drown 
[3]: http://people.canonical.com/~ubuntu-security/cve/2016/CVE-2016-0800.html 
[4]: https://docs.mirantis.com/openstack/fuel/fuel-6.1/operations.html#setting-up-local-mirrors 
[5]: https://docs.mirantis.com/openstack/fuel/fuel-7.0/operations.html#setting-up-local-mirrors 
[6]: https://docs.mirantis.com/openstack/fuel/fuel-8.0/operations.html#setting-up-local-mirrors 
[7]: http://pkg-updates.fuel-infra.org/ 
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