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Shellshock Bash bug - Update 
 
Summary: This bug allows remote attackers to execute arbitrary code on vulnerable hosts. 
 
Details: 
 
***BEGIN UPDATE*** 
Mirantis OpenStack (MOS) and Mirantis OpenStack Express (MOX) are not currently directly 
affected by the Shellshock bug, however, deployments of MOS and MOX likely are using GNU 
Bash in VMs. Due to it's widespread use and the indirect use of it via other programs it is highly 
recommended that all systems, guests and virtual machine images be updated to a patched 
version of Bash immediately, when available from your OS vendor. 
***END UPDATE*** 
 
GNU Bash through 4.3 processes trailing strings after function definitions in the values of 
environment variables, which allows remote attackers to execute arbitrary code via a crafted 
environment, as demonstrated by vectors involving the ForceCommand feature in OpenSSH 
sshd, the mod_cgi and mod_cgid modules in the Apache HTTP Server, scripts executed by 
unspecified DHCP clients, and other situations in which setting the environment occurs across a 
privilege boundary from Bash execution. 
 
Fuel Master Nodes, Controllers, Compute and Storage Nodes are not exposed to the external 
networks, and furthermore do not use BASH based CGI, however we recommend that patches 
be applied to each type of node as well as any existing instances once they are available. 
 
The discovered vulnerability, in terms of security risk, is low-medium priority for Mirantis 
OpenStack, as it requires shell access to the system in order to be exploited. Since we do not 
provide shell access to unknown identities by default, our systems are not affected directly. 
 
Because this exploit is considered to be of high security importance, we will pay close attention 
to all progress connected with this bug, and will release an updated bulletin with proper fixes 
as soon as possible. 
 
Mirantis recommends applying vendor provided patches as soon as they become available on 
CentOS/Ubuntu repositories to both your MOS nodes and instances. 
 
We have created a bug you can subscribe to at: https://bugs.launchpad.net/mos/+bug/1373965 
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