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Addressing the OpenSSL “Heartbleed” vulnerability in 
Mirantis OpenStack 

 
The Heartbleed Bug is a serious vulnerability in the popular OpenSSL 
cryptographic software library. This weakness allows stealing the information 
protected, under normal conditions, by the SSL/TLS encryption used to 
secure the Internet. SSL/TLS provides communication security and privacy 
over the Internet for applications such as web, email, instant messaging (IM) 
and some virtual private networks (VPNs). 
 
OpenStack in itself is not vulnerable to Heartbleed issue, however OpenStack makes use of the 
host SSL library (libssl) provided on the operating system and that library should be properly 
patched. 
 
Determining if you are affected 
Mirantis OpenStack currently distributes with CentOS 6.4 and Ubuntu 12.04.  CentOS 6.4 is 
distributed with an older and unaffected version of OpenSSL, but Ubuntu 12.04 is affected by 
the Heartbleed vulnerability.  However, even older systems in your environment may have been 
updated to a later version of openssl, so Mirantis recommends checking your production 
systems to determine if your specific environment is affected.  To do this, use the following 
command: 
 
openssl version -b 
 
If the date is older than “Mon Apr 7 2014″ and the version is 1.0.1, then you are vulnerable to 
the Heartbleed bug. 
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Addressing the vulnerability 
Mirantis has tested the upgrade of OpenSSL to version 1.0.1g (which contains the fix for the 
heartbleed vulnerability) and confirmed that it addresses the issue without negative impact to a 
deployed Mirantis OpenStack environment.  Mirantis recommends upgrading to version 1.0.1g.  
If you have Internet access from your OpenStack environment, you can do this by running the 
following commands, depending on your operating system: 
 
 

For Ubuntu 
First of all update your repos:  sudo apt-get update 
 
Once that is finished, upgrade OpenSSL: sudo apt-get upgrade openssl 
 
 

For CentOS 
First of all update your repos:  yum check-update 
 
Once that is finished, upgrade OpenSSL: yum update openssl 
 
 
 
If your environment does not have Internet access, please follow the instructions from your 
operating system vendor on how to update in an isolated environment. 
 
Once OpenSSL has been updated, you may need to restart OpenStack services.  To see a list 
of processes that are still using the old OpenSSL version and need to be restarted, you can use 
the following command: 
 
lsof -n | grep -iE 'del.*(libssl\.so|libcrypto\.so)' 
 
If you have a production deployment of OpenStack, you should also consider the SSL private 
keys for your SSL endpoints potentially compromised and revoke and renew them with a new 
private key. 
 
Once you've done that, you should warn your users that passwords and tokens used over that 
previously flawed secure connection could have been compromised and encourage them to 
change their own passwords and expire existing tokens. 
 



` 
For more information 
The Heartbleed bug home page: http://heartbleed.com/ 
Red Hat Bugzilla: https://bugzilla.redhat.com/show_bug.cgi?id=1084875 
Mitre CVE filing: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160 
Ubuntu Security Notice: http://www.ubuntu.com/usn/usn-2165-1/ 


