
The Challenge
Providers of managed services are still, in many 
cases, using hardware to support critical functions 
— such as firewall — both at the customer 
premise (CPE) and at the network provider edge 
(PE). As carriers and their customers migrate 
to cloud, dependence on hardware firewalls is 
slowing progress and increasing costs. Among the 
challenges providers and customers are facing:

• High costs associated with proprietary cloud
infrastructure and custom hardware

• Complexity associated with building secure, open,
and standards based clouds with OpenStack

• Significant time and resources involved in 
deploying and managing end-to-end security 
without creating bottlenecks in virtual network 
function (VNF) enabled clouds

All of which make it difficult for service providers 
to enable business outcomes securely at scale, with 
speed and agility.

Mirantis — the leading pure-play OpenStack 
company — has teamed with Palo Alto Networks to 
integrate and validate Palo Alto Networks’ VM-
Series virtualized next-generation firewall with 
Mirantis OpenStack. The joint solution, rapidly 
deployable on OpenStack via Glance image and 
integrates seamlessly with default and value-added 
software defined networking (SDN) solutions from 
Mirantis 

partners. Mirantis and Palo Alto Networks have 
recently released a joint runbook, detailing 
configuration and deployment of Palo Alto 
Networks vNGFW on a Mirantis OpenStack 
production cluster equipped with Juniper 
Contrail Networking.

The joint solution is engineered to protect 
applications and data from advanced cyber attacks, 
in many different ways:

• Easy to deploy and provision: Palo Alto Networks' 
VM-series firewall iis quickly deployed on a VM, 
and run within the OpenStack cloud.

• Seamless traffic steering to the VM-Series
firewall: Traffic is steered by the SDN controller
to VM-series firewall without requiring manual
configuration changes to virtual networking
attributes.

• Next-generation security for virtualized
applications and data: The joint solution offers
visibility and control at a user, application and
content level with complete carrier-grade network
address translation (CGNAT) capability for service
providers.

• Advanced threat protection: VM-Series advanced
threat protection addresses the complete attack
lifecycle, with protection against exploits, viruses,
spyware, malware and known and unknown
threats, such as advanced persistent threats (APT).

Next-generation security 
for OpenStack Cloud
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Solution Components

Mirantis OpenStack

Mirantis OpenStack is a zero-lock-in 
OpenStack distribution that makes 
deploying your cloud easier, more flexible, 
and more reliable. Mirantis continually 
verifies and hardens its distribution 
across thousands of dependencies, 
validating upstream packages, open source 
components and partner products, and 
testing at scale against a broad range of 
real-world use cases.

Palo Alto Networks virtualized next-generation firewall

The VM-Series virtualized next-generation firewall brings secure application enablement and advanced threat 
prevention to private, public and hybrid cloud environments. Unlike some virtual firewalls that are feature-limited, 
the VM-Series offers the same set of security features as Palo Alto Networks’ physical form factor firewalls, and is 
managed using the same management platform, ensuring a consistent set of policies is maintained across your 
private, public and hybrid cloud environments.

Juniper Contrail Networking

Contrail Networking, based on the open source OpenContrail codebase,  is a SDN solution comprising a highly 
available controller and a server-embedded virtual router. As the leading cloud networking and service 
orchestration solution, and powered by open technology, Juniper’s open SDN solution for cloud and NFV improves 
business agility with security, availability, performance, automation, and elasticity.

Key Solution Benefits
Service providers who use the joint Mirantis-Palo Alto Networks solution for their OpenStack deployments may 
realize the following key benefits:

• Ease of Deployment and Operations. By simplifying both deployment and maintenance of your OpenStack
cluster, the integration of Fuel and Contrail Networking reduces cost by enabling greater control, easier
management, and more robust scalability.

• Security keeps pace with business requirements. Accelerate innovation, improve operational efficiency and 
compete by rapidly provisioning applications along with next-generation security to protect your OpenStack 
clouds.

• Next-generation security at scale. Security is now a resource that scales on-demand within your OpenStack
cloud infrastructure and beyond the boundaries of any single service provider’s network.
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Mirantis OpenStack deployed along with Palo Alto VM-Series Firewall



• Enforce Zero Trust (never trust, always verify) security model. Enable a Zero Trust 
security model across your OpenStack cloud to prevent and contain new attacks 
across the entire attack lifecycle.

• Increases operational effectiveness with fully integrated deployment, provisioning and
management for OpenStack and SDN environments using the power of OpenStack, Fuel,
Palo Alto Networks VM-Series and Contrail Networking.

• Reduces cost, by enabling greater control, easier management, and more robust
scalability.
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About Mirantis
Mirantis is the pure play OpenStack company, delivering all the software, services, 
training, and support needed for running OpenStack. More customers rely on 
Mirantis than on any other company to get to production deployment of OpenStack 
at scale. Mirantis is among the top three companies worldwide in contributing 
open source software to OpenStack, and has helped build and deploy some of 
the largest OpenStack clouds in the world, at companies such as Cisco, Comcast, 
Ericsson, NASA, Samsung and Symantec. Mirantis is venture-backed by August 
Capital, Ericsson, Goldman Sachs, Intel Capital, Insight Venture Partners, Sapphire 
Ventures, Sielgler & Guff and WestSummit Capital, with headquarters in Sunnyvale, 
California.

About Palo Alto Networks
Palo Alto Networks is the next-generation security company, leading a new era in 
cybersecurity by safely enabling applications and preventing cyber breaches for 
tens of thousands of organizations worldwide. Built with an innovative approach 
and highly differentiated cyberthreat prevention capabilities, our game-changing 
security platform delivers security far superior to legacy or point products, safely 
enables daily business operations, and protects an organization’s most valuable 
assets. Find out more at www.paloaltonetworks.com.

http://www.paloaltonetworks.com



