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OpsCare
Managed Cloud Services with Continuous Monitoring 
and Change Management

The Mirantis OpsCare managed services offering maximizes 
availability of infrastructure by leveraging the CI/CD based life-
cycle management and continuous monitoring components of 
Mirantis Cloud Platform, combined with proactive change man-
agement systems and processes utilized by Mirantis’ global 24/7 
support team. 

Together, the software tooling, change management systems 
and global support organization enable Mirantis to proactively 
detect problems within a cloud, determine the appropriate cor-
rective actions, and rapidly test and deploy approved infrastruc-
ture changes, with full auditability and easy rollbacks.

Platform Components

Mirantis Cloud Platform is comprised of three core components: 

• Open Cloud Software:  Kubernetes, OpenStack, software-de-
fined storage and software-defined networking

• DriveTrain: DevOps style lifecycle management system that 
leverages principles of infrastructure as code and CI/CD pipe-
lines to enable continuous testing and delivery of infrastruc-
ture, including in-service updates and upgrades to minimize 
service disruption. Salt-based configuration management 
pushes changes to staging for verification before promoting 
to production. All configuration changes are stored in Git and 
Aptly repositories, providing auditability.

 
 

DriveTrain lifecycle management system

• StackLight: Logging, Monitoring and Alerting (LMA) system 
runs on the customer premises and continuously monitors 
open cloud software via unified software services and dash-
boards. The purpose-built toolchain features best-of-breed 
software including Elasticsearch and Kibana to collect and 
correlate relevant log information; InfluxDB and Grafana to 

monitor cloud health; and Prometheus and Alerta for auto-
mated, customizable alerting.

 
 
 
 
 
 
 
 
 
 

Grafana dashboard, a part of StackLight

StackLight and DriveTrain work together – so Mirantis support 
engineers can catch problems early and roll back updates, and 
use pre-configured triggers to automatically scale/adjust infra-
structure services before problems arise. Additionally, StackLight 
alerts are integrated directly into the support team’s incident 
management system.

Process Flow: Infrastructure Change in 
Response to Automated Incident Alert

The following process flow illustrates the standard steps that oc-
cur in OpsCare in response to an alert from StackLight.

1. StackLight alert triggers support ticket and notifications 

a. StackLight generates an incident alert, automatically gen-
erating a case ticket in the Mirantis incident management 
system (SalesForce). 

b. Notifications are also automatically sent to the Mirantis 
support team.

c. Case status can be monitored by the customer in the Mi-
rantis Customer Care Portal.

2. The global support team triages and assigns resources to the 
case. 

a. Mirantis operates a global customer success, support and 
operations organization that provides 24x7x365 continuous 
front-line technical support and operations in 9 countries. 
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b. As soon as a ticket is generated, resources are assigned to 
the case based on type of incident, level of severity, geogra-
phy, and other factors.

c. The team involved in the execution of infrastructure 
changes include:

i. Validation and Approval: A member of the Support 
team who will validate the execution plan before imple-
mentation and then validate the successful completion 
of the change.

ii. Execution: Two members of the Support team focus on 
executing the change: one support engineer is respon-
sible for detailed monitoring of cloud health while the 
other works on executing the actual change.

 
 
 
 
 
 
 
 
 
 
 
 

 
Mirantis OpsCare combines MCP software tooling with change 
management systems and Mirantis’ global support team to deliver 
reliable infrastructure with up to 99.99% SLA.

Support engineer investigates incident and identifies 
resolutions.

d. By evaluating health and performance data from Stack-
Light tooling and reviewing cloud change history, the sup-
port engineer determines the cause of the incident, which 
nodes are affected, and decides the appropriate corrective 
actions, (i.e., which commands should be executed on the 
system).

e. When evaluating possible resolutions, the risk level to 
workloads is assessed based on complexity and/or history 
of execution errors with such changes.

f. The Mirantis support team utilizes an extensive knowledge 
base based on 200+ production deployments.

3. The corrective infrastructure change is tested in staging using 
DriveTrain.

a. The change is submitted to the Git repository, approved in 
Gerrit, and deployed in staging for testing.

b. An automated message with request for approval is sent to 
the customer for any changes that may impact the control 
or data plane. Explicit approval from both Mirantis support 
and the customer is required for the change itself and its 
execution date and time. The Customer Success Manag-
er may follow up as needed to ensure timely approval of 
changes.

4. Roll out to production with full audit trail.

a. After successful testing and approval, changes are pushed 
to production at the approved execution date and time.

b. All changes are kept in Git and Aptly repositories for audit-
ability.

c. Changes are never rolled out to the whole cluster. They 
can be rolled out either in batches as appropriate to the 
specific customer implementation or gradually deployed, 
starting with 1 node, then proceeding to 10% of nodes, then 
completing the rest of the cluster.

5. Roll back changes if any production issues occur.

a. Changes can be easily rolled back due to the full audit trail 
in the Git and Aptly repositories.

 
Mirantis Cloud Platform software and OpsCare systems and pro-
cesses together enable proactive ticket resolution before any real 
impact occurs on production environments, allowing Mirantis to 
offer up to 99.99% SLA guarantees for the control plane.
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